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Q: How effective is the new Lax-by-default policy to mitigate XS attacks?
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The remaining 80.8%:
• No explicit policy found, rely on the default browser behaviour
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RQ2: Functionality Breakage
• Websites use XS requests for various functionalities 

• Social media share buttons, advertising, etc

• Methodology

• Identify potentially affected functionality before Lax-by-default rollout (R2), confirm breakage afterwards

Q: What functionalities are affected by the new default policy?
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• 32 different types of affected third-party functionalities
• E.g., file sharing, live chat, advertising, or analytics

Breakage
• Examined three random requests per site

Functionalities implemented by 19% of the affected requests are broken, affecting 17.5% of sites

The majority of broken requests (i.e., 77.5%) are for online ads & user tracking

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 8



RQ3: Lax Adequacy and Threats to Effectiveness

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

1. Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

10 Threats Including Three New OnesThreats

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

10 Threats Including Three New OnesThreats

Not Protected by Lax?

Can Bypass Lax Protection?

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

10 Threats Including Three New Ones

• Replaying State-changing GET
• Window Properties Leak
• …

Threats

Not Protected by Lax?

Can Bypass Lax Protection?

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

10 Threats Including Three New Ones

• Replaying State-changing GET
• Window Properties Leak
• …

• Forging State-changing POST
• SameSite Intra/Inter Page Inconsistency
• SameSite User-Agent Inconsistency
• …

Threats

Not Protected by Lax?

Can Bypass Lax Protection?

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9



RQ3: Lax Adequacy and Threats to Effectiveness

i. Systematically reviewed existing literature for threats enabling XS attacks
ii. Determined the threats’ severity by quantifying their prevalence

10 Threats Including Three New Ones

See paper for more!• Replaying State-changing GET
• Window Properties Leak
• …

• Forging State-changing POST
• SameSite Intra/Inter Page Inconsistency
• SameSite User-Agent Inconsistency
• …

Threats

Not Protected by Lax?

Can Bypass Lax Protection?

Q: How adequate are SameSite cookies to prevent XS attacks?
Ben

efit

Lax

Soheil Khodayari - CISPA Helmholtz Center for Information Security  | 9
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Methodology
• Alexa top 1K, 42.5K URLs 
• Located HTML forms with a CSRF token  
• Quantified GET-based state-changes (lower-bound)
• Manually checked if CSRF verification is correct

Results
• 6.9K state-changing requests, 10.3% are GET-based (in 88 webapps)
• 2.6% of the GET-based requests are forgeable due to faulty CSRF token verification

• E.g., delete user sketches in Pixiv, or change user settings in Mailchimp
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• 6.2K state-changing POST in webapps of Alexa top 1K
• Selected one random request per webapp
• Checked CSRF by replaying the request with GET

Results
• 1.5% of state-changing POST requests are forgeable with GET
• Affected popular sites:

• Add or remove movies from user watchlist in IMDB
• Remove notification alerts in Meetup
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New Threats: Policy Downgrades
Intra-page Inconsistency
• Webapps may set redundant cookies to support incompatible clients 
• Bypass: cookies with no SameSite and Strict, or Lax and None // for incompatible clients 

Set-cookie: 3pc-legacy=value; 
// for newer clients
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Vuln: 1.4% of top 500 sites, e.g., GitHub, CNN, and Yahoo
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• Webapps may set redundant cookies to support incompatible clients 
• Bypass: cookies with no SameSite and Strict, or Lax and None

Inter-page Inconsistency
• Different policies for the same cookie across two webpages

User-Agent Inconsistency

• Different SameSite policy based on the User-Agent (e.g., mobile vs desktop)  

// for incompatible clients 
Set-cookie: 3pc-legacy=value; 
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GET /account.php \r\n
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Vuln: 1.4% of top 500 sites, e.g., GitHub, CNN, and Yahoo

Vuln: 3.3% of top 500 sites, e.g., AliExpress and Vimeo

Vuln: 1.8% of the top 500K sites, 138 webapps among the top 1K sites
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